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Abstract Static testing is used to detect software defects
in the earlier phases of the software development lifecycle, which makes the total costs caused by defects lower
and the software development project less risky. Different
types of static testing have been introduced and are used
in software projects. In this paper, we focus on static testing related to data consistency in a software system. In
particular, we propose extensions to contemporary static
testing techniques based on CRUD matrices, employing
cross-verifications between various types of CRUD matrices made by different parties at various stages of the software
project. Based on performed experiments, the proposed static
testing technique significantly improves the consistency of
Data Cycle Test cases. Together with this trend, we observe
growing potential of test cases to detect data consistency
defects in the system under test, when utilizing the proposed
technique.
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1 Introduction
Static testing is an efficient method detecting software defects
in a phase, where the defect fixing is rather inexpensive
when compared to the later project phases. Various concepts
and methods exist in this area. In this paper, we focus on
static testing related to consistency of business data objects
in the Enterprise Information Systems (EIS). Usually, dataflow based techniques apply to data consistency in EIS. On
the conceptual level, the Data Cycle Test (DCyT) [14,18] is
considered as a template for the data consistency tests. The
DCyT bases on a concept of CRUD matrix and proposes
fundamental methods of static testing using such CRUD
matrices. In this paper, we propose extensions to the static
testing methods.
The discussed static testing methods contribute to two positive effects when applied on a software development project:
1. It can detect design errors or inconsistencies related to
handling of business data objects of the System Under
Test (SUT) (e.g. missing functions, wrong assignment of
SUT functions to the business data objects, suboptimal
design of particular business data objects)
2. Later, in the test design and test execution phases of the
project, proper static testing can lead to the design of
more consistent and effective DCyT dynamic test cases
(see Sect. 1.2). Since the test basis (design documentation, from which the test cases are derived) is rarely free
of design errors and rarely up-to-date in all phases of the
software project, defects in the test basis lead promote
into the DCyT test cases. For Example, the test case can-
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not be executed in the SUT, is missing an important part
of functionality to test.
In this paper, we use the following concepts. A data entity
defines a data object consisting of data that are stored in the
database of the SUT. For test design purposes, data entities are commonly identified on the conceptual level of the
design phase. Typically, we are interested in capturing principal business data entities that correspond to a reality modeled
by the SUT. During the SUT run, several data objects are initiated as instances of a particular data entity.
A function is an SUT feature, performing any of Create,
Update, Read and Delete (C, R, U, D) operations on a data
entity. Further on, F = { f 1 , . . . , f n } is a set of all the SUT
functions, and E = {e1 , . . . , e p } is a set of all the data entities
taken into account for the test design.
These notions allow us to define CRUD matrix as M =
(m i, j )n, p , n = |F|, p = |E|, m {i, j} = {o|o ∈ {C, R, U, D}
⇐⇒ function f i ∈ F performs the respective Create, Read,
Update or Delete operations on the data entity e j ∈ E}.
The DCyT aims to detect data consistency defects. We
consider a data entity being inconsistent as an SUT defect,
when the following scenario occurs:
A data object o is an instance of data entity e. A function
f 1 changes the values of data object o attributes. Before being
processed by the function f 1 , the data object o with defined
attributes A = {a, . . . , an } has values of these attributes
V = {v1 , . . . , vn }. According to the SUT specification, after
being processed by the function f 1 , the data! object should
"
have values of these attributes set to V ′ = v1 ′ , . . . , vn ′ .
Due to possible defects
function" f 1 , the attribute values
! in
′′
′′
can be set to V = v1 , . . . , vn ′′ . When V ′ ̸= V ′′ , we
consider the data object o inconsistent. This state can cause
a defect in SUT later on, when the inconsistent data object
o is handled by another SUT function f 2 (or a set of functions). We generalize this situation that data entity e is made
inconsistent.
Even the create operation can make data entity inconsistent. Consider the following situation:
According to the SUT specification, after being created
by the function f 1 , the data object o (being an instance of
data entity
! e) should" have values of these attributes set to
V ′ = v1 ′ , . . . , vn ′ . Due to possible defects
"
! in function
f 1 , the attribute values can be set to V ′′ = v1 ′′ , . . . , vn ′′ .
When V ′ ̸= V ′′ , the data object is created inconsistent, which
can cause a defective behavior, when being exercised by next
SUT functions.
This paper is organized as follows. In the rest of this section, we discuss the motivation for DCyT and we summarize
this technique. In Sect. 2 we present proposed approach for
more extensive static testing using various types of CRUD
matrices. Section 3 presents method and results of the experiments. Section 4 discusses results of the experiments and

123

analyzes trends documented by the presented data. In Sect.
5 we discuss possible threats to validity. Section 6 presents
the related work. In the last section, we conclude the paper.
1.1 Motivation for specialized data consistency tests
One may raise a question, whether are the data consistency
defects so frequent and difficult to detect by a workflowbased testing techniques (for example [6,12,21]), that they
deserve a specialized test design technique? Let us give a
practical example of data consistency defect, which can be
detected by DCyT. Consider an eShop application as the
SUT, and its two separate modules: a Client module and an
Accounting module. In the Client module, customer creates
and further modifies an Order (data entity e). The Order consists of a set of attributes A and Order Items D, e = (A, D).
Order can be active or archived. This is represented by an
attribute a ∈ A, which can be set to values ‘active’ or
‘archive’.
The customer creates an Order (during this, value of a
is set as ‘active’). Then he adds Order Items to the Order
or remove them, fills in shipping details, submits the Order
and makes a payment. The customer can also aggregate the
Orders together to save the shipping costs (all this activity
is handled by process X). In this aggregation, main Order is
selected and Order Items from the other Orders are copied
to it. Then, the main Order is kept active (value of a remains
still as ‘active’) and the other Orders are kept in the database
and archived by setting a as ‘archived’. The main Order is
then paid and shipped to the customer. In the Accounting
module, monthly report is generated (process Y) and this
action consists of several steps. For preparation of this report,
data of customers Orders are used.
The Client module contains a defect: during the aggregation of the Orders, archive process is not completed properly
and the value of a is not set as ‘archived’. Thus, the respective
Order data objects defined by entity e became inconsistent.
Their inconsistency does not cause a defect in the Customer
module and purchase of the main Order (thus, cannot be
detected by path-based technique for process X).
Nevertheless, inconsistency of archived Order data objects
causes a defect in the Accounting module (generated by
process Y). As value of attribute a is not properly set as
‘archived’, the monthly report counts also archived Orders
to the actual numbers.
In practical test design, it could be inefficient or even
impossible to detect such types of defects by a pure workflowbased testing technique, for instance [6,12,21]. Recalling the
processes X and Y from the previous eShop example,
1. If the tester can reach the process X from the process
Y in the SUT and vice versa (when we model process
X and process Y by directed graphs, these graphs are
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Fig. 1 A situation where a data
consistency defect is impossible
to be detected using a
workflow-based technique only

connected together by common edges), it could be quite
labor intensive for a practical testing process to explore
all possible paths in the graph to detect the discussed data
consistency defects.
2. If the tester cannot reach the process X from the process
Y in the SUT and vice versa (when we model process X
and process Y by directed graphs, these graphs are not
connected together by common edges), it is impossible
to design test cases detecting discussed data consistency
defects by a pure workflow-based testing technique. This
situation is depicted in Fig. 1. Practically, in some point,
the tester needs to switch from one workflow to another,
which we can either model using a directed graph (which
would be exhaustive and very difficult task), or we can
use a specialized data consistency technique.
In the both cases, a specialized test design technique, for
instance DCyT [14,18] is needed. Next, we explain its principle in the following subsection.
1.2 Summary of DCyT and its static testing suggestions
The DCyT presented for instance by TMap Next [18] uses
a CRUD matrix M, containing Create, Read, Update and
Delete operations for data entities and functions of the SUT.
In DCyT, test case is created for particular data entity
to verify its consistency during the C, R, U, D operations,
which may be performed on this entity. Using the defined
concepts, the test case c for data entity e is a sequence of
test steps {s1 , . . . , sn }, where each of these steps is a pair
( f s , os ), and f s ∈ F, os ∈ {C, R, U, D} is an operation that
is performed on the data entity e by the function f s . Possible
functions f s ∈ F in the test case c are selected by the CRUD
matrix M.
Test case c starts with a Create operation, followed by
all possible Update operations and ends with a Delete operation. After every Create, Update and Delete operation, a Read
operation is performed. DCyT discusses practically two levels of test coverage:

1. Selected Read operation for entity e is performed once
after each Create, Update or Delete (nevertheless it is not
defined which particular R operation should be selected),
and
2. All Read operations for entity e are carried out once after
each Create, Update or Delete operations. The second
method produces test cases with more steps, having a
larger potential to detect data consistency defects.
Regarding the test coverage, TMap [18] adds: All data
operations with data entities of the CRUD matrix performed
by individual functions should be covered by created test
cases.
Such very brief coverage criteria are too simple for practical use following this principle, we would create either very
lightweight, or very intensive test cases. To overcome this
shortage, we introduce intensity level of test case c, denoted
as int (c).
r eads(e) = number of R operations in the respective column of the CRUD matrix M for entity e.
int (c) = number of R operations following each of the C,
U or D operations exercised on entity e by the test case c.
If r eads(e) < int (c) then each of the C, U or D operations
exercised on entity e are followed by r eads(e) R operations.
Regarding the static testing possibilities, TMap version
of the DCyT technique describes these options only in highlevel, focusing on verification of the completeness of the C, R,
U, D operations for each entity e ∈ E. When entire lifecycle
is not designed for and entity e, it is suggested as situation for
further investigation (this situation does not mean a design
defect automatically, nevertheless particular case has to be
analyzed to prevent these possible design defects).
1.3 Motivation for extension of the DCyT static testing
The DCyT static testing shall lead to more consistent design
documentation and test basis, having generally two goals: (a)
to lower defect ratio in the implemented system under test
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Table 1 Types of CRUD matrices depending on the method of preparation
Type

Description

Who typically prepares

Project phase

1

The CRUD matrix is constructed directly from the
SUT code by a manual analysis or a
semi-automated way

Developer or technical analyst

Coding in progress/finished

2

Test analyst uses a CRUD matrix, which has been
created by other party during the system design on
the project

System designer or data architect

Design specification

3

A CRUD matrix is assembled by test designer from
the business or technical specification of SUT
behavior. In this specification, data entities and
SUT functions using these data entities were
identified. Respective C, R, U, D operations
performed on the data entities by these functions
were then added to the matrix

Test designer

Test analysis

4

Test designer designs a CRUD matrix in a way
different to Type 2. The test designer summarizes
only a list of data entities and SUT functions. Then,
the designer independently proposes corresponding
C, R, U, D operations by his/her domain
knowledge. In this process, the designer uses the
basic facts from the test basis only—he/she tries to
create the CRUD matrix in a most independent
way, separately from the detail of the test basis. To
get more information about this process, we can
consult with the potential business users

Test designer

Test analysis

and (b) to design of more consistent and effective test cases
for detection of the data consistency defects in the SUT.
To utilize the potential of static testing based on CRUD
matrices fully, we propose extension to these static testing
suggestions. Using a CRUD matrix, number of another rules
for static testing can be defined. Moreover, cross-verification
of the CRUD matrices created by different par-tied during
the software development project seems as a method worth
exploring.
Regarding the goals of the DCyT static testing presented
above, the extension we propose ad-dress both of them. After
explanation of these extensions, we further focus specifically
on the second goal consistency and effectiveness of the produced DCyT test cases enhanced by per-formed static testing,
as this topic has been rarely discussed in the previous literature.

Generally, there are four ways that a CRUD matrix can
be created in a software development process. The types are
introduced in Table 1.
Type 1 corresponds directly to an SUT implementation.
Type 2 provides the information, which will be closest to a
particular SUT implementation. Type 4 provides the most
independence from a test designers point-of-view, and it can
differ from an SUT implementation. Type 3 is in the middle
of this scale.
From our observations of industrial projects, if any type is
created, the CRUD matrix Type 2 is the most common type.
Using the taxonomy presented in Table 1, the common definition of DCyT, which is presented for example by [14,18]
implicitly works with Type 1 and Type 2 only. By introducing Types 1, 3 and 4, we provide new opportunities for static
testing: a cross-verification of CRUD matrices.
2.1 Cross-verification of the CRUD matrices

2 Static testing using CRUD matrices
The typical presentation of DCyT [14,18] does not discuss
the methods of CRUD matrix preparation. The DCyT implicitly works with CRUD matrix created by analyst or architect
designing the SUT, or CRUD matrix created by test analyst
from available test basis of other type. Nevertheless, there
are other possible methods, how to build a CRUD matrix
on a software development project. Having more versions of
CRUD matrices gives us more possibilities of static testing.
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To extend the opportunities for static testing based on
CRUD Matrices, we propose the following cross-verification
method:
1. Prepare the test basis: two or more independently prepared types of the CRUD matrices M1 , . . . Mn , n =
2 . . . 4 for the SUT.
2. For the two selected CRUD matrices M1 and M2 , E 1 is
a set of entities in the matrix M1 ; E 2 is a set of entities
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in the matrix M2 ; F1 is a set of functions in the matrix
M1 , and F2 is a set of functions in the matrix M2 .
3. Organize the matrices M1 and M2 to list the functions
F1 , F2 and entities E 1 , E 2 in the same order by using the
same criteria (e.g., alphabetical sort).
4. If E 1 ̸= E 2 :
(a) Analyze to determine whether some of the entities
from E1 and E2 appearing as different entities are
actually the same entity. If yes, unify identification
of the entities;
(b) If still E 1 ̸= E 2 , report the difference E 1 − E 2 to the
backlog of issues that must be clarified.
5. If F1 ̸= F2 :
(a) Analyze and determine if some of the functions from
F1 and F2 , which appear as different functions, are
actually the same functions. If yes, unify identification of the functions;
(b) If still F1 ̸= F2 , report the difference F1 − F2 to the
backlog of issues that must be clarified.
6. For each of the cells of the compared matrices that correspond to e and f , e ∈ E 1 , e ∈ E 2 , f ∈ F1 , f ∈ F2 ,
if the cell content differs in the C, R, U, D operations,
report the difference to the backlog of issues that must be
clarified.
7. When the issues in the backlog are clarified, merge matrices M1 and M2 to a final CRUD matrix M, which will
represent a corrected version of the expected behavior for
the SUT.
A difference reported to the backlog can denote either
incomplete information in one of the CRUD matrices M1
and M2 or a potential defect, which is the subject of our
investigation.
The next set of static tests can be defined for one CRUD
matrix.
2.2 Extended static tests using a single CRUD matrix
For static testing performed on a single CRUD matrix, as
described in TMap Next [18], we propose the following
extension. For each of the cells in the matrix M, E is a
set of entities in the matrix M, and F is a set of functions in
the matrix M.
1. If entities e1 ∈ E and e2 ∈ E have the same set of
C, R, U, D operations in their respective columns in
the CRUD Matrix: analyze the situation to determine if
the entities are separated for a certain reason or if this
situation indicates unnecessary duplicity in the code (an
example is given in Fig. 2);

Fig. 2 Examples of refactoring opportunities identified in a CRUD
matrix

2. When entities e1 ∈ E and e2 ∈ E have the similar subset
of C, R, U, D operations in their respective columns
in the CRUD matrix (let use threshold 90% of these
operations), it could indicate a design optimization or
refactoring opportunity (an example is given in Fig. 2);
3. If functions f 1 ∈ F and f 2 ∈ F have the same set of C,
R, U, D operations in their respective lines in the CRUD
matrix: analyze to determine whether the functions are
separated for a certain reason or if this situation indicates
an unnecessary duplicity in the code;
4. When functions f 1 ∈ F and f 2 ∈ F have the similar subset of C, R, U, D operations in their respective
columns in the CRUD matrix (let use threshold 90% of
these operations), it could indicate a design optimization
or refactoring opportunity;
5. For each entity e ∈ E, verify how the deletion operation
is specified in the source documentation and how it is
reflected in the CRUD matrix:
(a) Entity e has to be deleted, which should be captured
by a D operation;
(b) Entity e has to be archived, instead of deleted, which
should be captured by a U operation for the entity e,
or by a D operation for the entity e and a C operation
for an archive entity e′ , which is copied from e.
6. If there are requirements to maintain a history of changes
for data entity e ∈ E after an update of this entity by
function f ∈ F, this fact may be explored in detail.
In addition to the respective U operations in the CRUD
matrix in the cells corresponding to e and f , the situation
may be captured by other U or C operations in the matrix
line corresponding to the function f . These additional
U or C operations would be performed on the entity
that maintains a record of the changes in entity e. The
particular situation depends on the technical details of
the implementation process.
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7. If a function f contains name of an entity e in its name
or description, but no C, R, U, D operation is indicated
in the matrix cell corresponding to e and f , investigate
the situation for a possible design defect. Minimally,
the terminology used in the design shall be made more
unambiguous.
8. If more functions FC ⊂ F perform C operations for
entity e, this situation shall be investigated as it could
indicate a design optimization or refactoring opportunity
- nevertheless, not necessarily a design error.
9. If a set of functions F0 ⊂ F perform a C, R, U, D operation on the same entity e and |F0 | > 0.5 |F|, investigate
the situation for a design optimization or refactoring
opportunity. Keeping a lifecycle of such “super-entity”
e consistent could be demanding from the viewpoint of
possible data consistency defects (an example is given
in Fig. 2).
10. By analogy, if a single function f performs a C, R,
U, D operation on a set of data entities E 0 ⊆ E and
|E 0 | > 0.5 |E|, investigate the situation for a design
optimization or refactoring opportunity. Such “superfunctions” can be prone to defects, as they are usually
complex (an example is given in Fig. 2).

on). Before doing that, we changed this specification in few
places to simulate design defects and inconsistencies, which
can naturally occur in a real software development project.
Without accessing this system and using the design specification only, the group was creating DCyT test cases: the first
part of the group has not used any static testing; the second
part of the group was using the static testing extension proposed in this paper. Finally, we evaluated the produced DCyT
test cases using a set of artificial defects inserted in the experimental SUT to answer the following research questions:

The situations described in steps 1–4 and 7 are interesting from the general redundancy point-of-view in an SUT,
which is a frequent source of defects. In this analysis, possible
planned future extensions of the system should be considered.
Step 5 aims to detect another possible type of defect that is
related to the proper deletion or archival of the data entities.
From our experience, this is an area where design mistakes
can occur; these are expensive to correct after the implementation phase. The same analysis applies to step 6, which
focuses on the requirements for maintaining a history of the
changes in the data entities that are processed by an SUT.
Step 7 can detect design errors in the CRUD matrix or
ambiguous terminology used in the design documentation.
Steps 9 and 10 aims to identify too complex functions and
entities which could be potentially prone to defects during the
development and regression in the later stages of the project.

Details of the experiment follow in this section.

3 Experiments
To measure the effectiveness of the proposed static testing approach concerning production of more consistent and
effective DCyT test cases, we simulated a situation in which
an incomplete and inconsistent test basis was used as an input
to the creation of DCyT test cases. In this experiment, we gave
a group of test designers a design specification of existing
opens-source system (referred as experimental SUT further
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Q1.1 How consistent are these DCyT test cases when
using the proposed static testing and when not? By consistency of the test case, we mean real ability to execute
the test case in the SUT (defined in Table 2 further on).
Moreover,
Q1.2 How is this consistency influenced by intensity level
(defined in Sect. 1.2) of these test cases?
Q2.1 How many potential data consistency defects can
be detected by these DCyT test cases when using the
proposed static testing and when not?
Q2.2 How is this defect-detection potential influenced by
intensity level (defined in Sect. 1.2) of these test cases?

3.1 Experimental setup
As the experimental SUT, we used open-source MantisBT1
issue-tracker application written in PHP. We used its version
1.2.19. We re-engineered the design documentation of this
system, consisting of two artifacts: the workflow model and
the CRUD matrix corresponding to this model.
The workflow model of the system was covering its principal parts, consisting of system screens S, modeling also
the high-level states of the system and business functions F
as transitions between them, |S| = 46 and |F| = 122. We
considered this model to describe the correct version of the
experimental SUT, and we refer to it as a Baseline workflow
model further on.
The CRUD matrix was created for principal conceptual
business data entities E, |E| = 12. These entities were: user,
project, project hierarchy, issue report, file attached to the
issue report, tag and issue tag, custom field, custom field
string, filter and issue monitoring. There were 183 C, R, U or
D operations in the matrix. By analogy, we considered this
CRUD matrix describing the correct version of the experimental SUT, and we refer to it as a Baseline CRUD matrix
further on. Regarding the types of CRUD matrices presented
in Table 1, this matrix is Type 2.
1

https://www.mantisbt.org/index.php
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Table 2 Metrics for evaluation of DcyT test cases produced by experiment participants
Metric

Description

Research question

Steps(T p )

Average number of test steps of particular test cases of T p
$ $
#
steps(T p ) = |c| / $T p $, c ∈ T p

Q1.1, Q1.2

inc(c)

Number of inconsistent test steps of the test case c

Q1.1, Q1.2

The test step s ∈ c ∈ T p is inconsistent when two subsequent C, R, U, D operations
performed by functions f 1 ∈ s and f 2 ∈ s in the test case c cannot be performed in the
SUT. This occurs because we cannot reach a proper state in the SUT to execute the
function f 2 from the SUT state reached by function f 1
inc(T p )
inc_rate(c)
inc_rate(T p )
|Dc |

e f f (T p )

Average number of inconsistent test steps of all c ∈ T p
$ $
#
inc(T p ) = inc(c)/ $T p $, c ∈ T p

Q1.1, Q1.2

inc_rate(c) = inc(c)/c

Q1.1, Q1.2

Number of inserted defects, which can be potentially detected by a test case c ∈ T p .
Dc ⊆ D.

Q2.1, Q2.2

Average number of inserted defects, which can be potentially detected by one test case,
$ $
#
e f f (T p ) = |Dc | / $T p $ , c ∈ T p

Q2.1, Q2.2

inc_rate(T p) = inc(T p )/steps(T p )

A defect d ∈ D is considered potentially detected by test case c, if function f c making
the data entity e inconsistent and function f d ∈ Fd working with the data entity e later
on, causing the defective behavior of the SUT are called in sequence in the test case c.
Using the defined concepts, d D is considered potentially detected by c if f c ∈ sc,
f d ∈ sd , where f ∈ cd , f d ∈ Fd ∈ d, sc ∈ c, sd ∈ c and sc is preceding sd in c

Then, we inserted artificial data consistency defects D to
the experimental SUT. D is a set of inserted data consistency defects. An inserted data consistency defect is a tuple
d = (e, f c , oc , Fd ); where e ∈ E is a data entity, which is
in an inconsistent state that causes a defect, f c ∈ F is the
function that causes the data entity e to be inconsistent (for
definition refer to the Sect. 1), oc ∈ {C, U } is the particular
create or update operation that causes the data entity e to be
inconsistent when accessed by the function f c , Fd is a set
of pairs ( f d , od ), where f d ∈ F is a function that exhibits a
defective behavior in the SUT as a result of the inconsistency
of the data entity e and od ∈ {C, R, U, D} is the particular
operation performed by function f d on data entity e preceding this defective behavior. In our experiment, |D| = 22.
To simulate a real software project situation, when the
available test basis (design documentation) is not complete,
consistent or up-to-date, we entered several artificial design
defects to the workflow model. In the Baseline workflow
model, we removed or changed ten functions from F and 1
state from S, creating the Inconsistent workflow model.
Similarly, we created an Inconsistent CRUD matrix from
the baseline one: In the Baseline CRUD matrix, we removed
7 R, 3 U, 1 D and 2 C operations from random positions.
Moreover, we added 7 R and 1 U operations to positions,
where such a defect was probably to be not obvious at first
glance to the test analyst.
The experimental group composed of test analysts and
students of the software testing course, who got intensive

Q1.1, Q1.2

training to the DCyT testing technique. There were 61 participants in total joining the experiment.
3.2 Experiment method
In the experiment, we divided the participants into two disjunctive groups. The Group A was given the inconsistent test
basis and was instructed to create DCyT test cases. The Group
B was also given the inconsistent test basis, but before the
design of the test cases, they were instructed to do the static
testing. Then we compared test cases produced by the both
groups from several aspects. The process in detail was:
3.2.1 Phase 1: test cases creation
Group A: design of DCyT test cases with inconsistent test
basis as an input without any static testing
1. To set the same level of knowledge, instructions how to
create DCyT were given to all the participants. Then,
each of the participants:
2. received Baseline workflow model
3. received Baseline CRUD matrix (Type 1 matrix, see
Table 1)
4. was instructed to create DCyT test cases for data entities
E, using the TMap version of this technique [18]. Group A
was divided to three sub-groups: Group A1 was creating
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Table 3 Experiment results

Group

Static testing
used

int (c) ∀c ∈ T p

A1

No

1

A2

No

A3

No

B1

inc(T p )

inc_rate(T p ) (%)

e f f (T p )

9.67

3.26

33.7

0.51

2

15.36

5.76

37.5

0.54

3

18.52

6.67

36.0

0.67

Yes

1

9.44

2.00

21.2

0.56

B2

Yes

2

15.88

2.66

16.7

0.67

B3

Yes

3

17.70

3.90

22.0

0.74

test cases with intensity level 1, Group A2 with intensity
level 2 and Group A3 with intensity level 3.
Group B: design of DCyT test cases with inconsistent test
basis as an input with proposed static testing techniques
1. To set the same level of knowledge, instructions how to
create DCyT were given to all the participants.
2. The proposed static testing technique was explained to
all the participants. Then, each of the participants:
3. received Baseline workflow model
4. received Baseline CRUD matrix (Type 1 matrix, see
Table 1)
5. was instructed to perform static testing before creation of
the DCyT test cases, including cross-verification between
CRUD Matrices and extended consistency verification of
a CRUD matrix proposed in this paper. For this crossverification, they were implicitly creating a matrix Type
3. When a question to clarify the inconsistencies in the
test basis was raised by the participant as result of performed static testing process, it was answered by the
experiment organizers. For this, Baseline CRUD matrix
and a Baseline workflow model was used. Practically,
experiment organizers were simulating the business analyst, determining the right version of the specification in
the discussion with the participant.
6. was instructed to create DCyT test cases for data entities
E, using the TMap version of this technique [18]. Group B
was divided to three sub-groups: Group B1 was creating
test cases with intensity level 1, Group B2 with intensity
level 2 and Group B3 with intensity level 3.
3.2.2 Phase 2: test cases evaluation
When the created DCyT test cases were collected from the
experiment participants, we evaluated their consistency and
efficiency by their simulated run in the experimental SUT
with insert-ed defects.
Experiment participants were using predefined MS Excel
template to fill the produced test cases. This allowed automated processing of the data. We created semi-automated
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steps(T p )

loader of the test cases to the Tapir (acronym from Test
Analysis Process Information Re-engineer) framework [13]
connected to MantisBT defect tracker of the same version as
we used for the experiment (1.2.19). The Tapir framework
reconstructs the workflow model based on the high-level
states (pages of the SUT) and transitions between them
(SUT functions). Thus, in the Tapir framework, we had
available exact workflow model of this SUT, defined by
the same elements as the Baseline workflow model. Before
the experiments, we verified both of these models to be
aligned. Together with this, we added artificial data consistency defects D to the SUT model in the Tapir framework.
The produced test cases were loaded to the Tapir framework and evaluated for their consistency and potential to
detect inserted data consistency defects D. For this evaluation, we used metrics presented in Table 2. We denote a set
of all test cases produced by a particular participant as T p .
The test case has been defined in Sect. 1.2.
Regarding the inc(c), during the evaluation of the consistency of the test cases, when a step of the test case is identified
as inconsistent, the rest of the test case steps are considered
also as inconsistent (the test steps cannot be executed in the
flow in the sequence defined by the test case).
Regarding the |Dc |, during the evaluation of the ability of
the test cases to detect inserted defects, when a step of the test
case is identified as inconsistent, the rest of the test case is
ignored (to simulate a real situation when the test case cannot
be executed in the SUT).

3.3 Results
In this section, we present the results of the experiment performed by the method described above.
During the evaluation, we analyzed 939 test cases having
15,153 steps in total. During the analysis of the test cases
using the method introduced above, 4761 test steps have been
evaluated as inconsistent.
Table 3 gives evaluation metrics averaged for all test cases
produced by all participants in the particular group. For averaging, arithmetic mean is used.
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Figure 3 depicts average ratios of the inconsistent test steps
in test cases produced by the individual experiment groups.
In Table 4 we summarize differences of the indicators
presented in Table 3 in comparison of the individual experimental groups. For each of three test case intensity levels,
we compare a respective group using the proposed static testing methods with the group, which was not using the static
testing.

Fig. 3 Avg. ratio of consistent and inconsistent steps in the test cases
for individual groups

An average improvement when using proposed static
testing for all three intensities was 15.7%. The average
improvement in data consistency defect detection potential
of the test cases, measured by e f f (T p ) for all three intensities was −0.08. Negative value in the column e f f (T p ) of
Table 4 means improvement.
To have more detailed insight into inconsistency of the
analyzed DCyT test cases, we present its distribution in
Table 5 for the individual groups. In Table 5, inc(x, y)
stands for ratio of test cases, having inc_rate(c) ≥ x and
inc_rate(c) < y. Values x and y are in percentage.
Figure 4 depicts the distribution presented in Table 5. In
the graphs, we can see the decreasing inconsistency of the
test cases produced with the help of static testing, whereas
no significant trend in distribution can be observed for the
test cases produced without static testing.
The data in Table 3 show, that the average potential of
the DCyT test case to detect the data consistency defects
measured by e f f (T p ) grows with the intensity level of the
test cases inc(T p ). The trend is depicted in Fig. 5.

Table 4 Differences between test cases produced by DCyT with and without proposed static testing
Comparison
groups

int (c) ∀c ∈ T p

steps(T p ) An −
steps(T p ) Bn

inc(T p ) An − inc(T p ) Bn

A1 and B1

1

0.24

A2 and B2

2

A3 and B3

3

−0.52

2.77

14.0

0.82

inc_rate(T p ) An −
inc_rate(T p ) Bn (%)

e f f (T p ) An − e f f (T p ) Bn

1.26

12.5

3.10

20.7

−0.05
−0.13
−0.07

Table 5 Distribution of test case inconsistencies in the individual experiment groups
Group inc(0, 10)
(%)

inc(10, 20)
(%)

inc(20, 30)
(%)

inc(30, 40) (%) inc(40, 50) (%) inc(50, 60) (%) inc(60, 70) (%) inc(70, 100) (%)

A1

6.9

13.9

21.8

9.9

7.9

17.8

A2

6.9

13.0

13.0

20.6

16.0

13.0

9.2

8.4

A3

6.5

15.3

20.3

11.5

4.5

19.6

10.8

11.5

B1

28.1

21.9

26.6

14.1

4.7

3.1

0.0

1.6

B2

23.1

30.8

19.8

16.5

1.1

3.3

2.2

3.3

B3

27.6

20.1

32.1

12.7

2.2

0.7

4.5

0.0

15.8

5.9

Fig. 4 Distribution of
inconsistent test cases in the
individual experiment groups
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Fig. 5 Average number of inserted defects, which can be potentially
detected by one test case

We observed no significant trend when analyzing numbers
of individual test cases detecting particular inserted defects.
The patterns in data seemed rather random. Thus, we don’t
present these details in this section.

4 Evaluation of the results and discussion
In this section, we analyze, discuss and conclude the experiment results. Starting with average total number of test
steps of the produced DCyT test cases, test cases (steps(T p )
in Table 3), this number grows with the intensity level
int (c)∀c ∈ T p . This is an expected behavior, as the principle
of the defined intensity level is to determine the number of R
operation test steps following the C, U, D operations in the
DCyT test cases.
Further on, analyzing the average total number of steps
of produced test cases (steps(T p ) in Table 3), no significant
change has been observed using the static testing technique.
In any of three intensity levels, no significant difference can
be found. When analyzing the complete aggregated data, for
B groups, the differences is caused by (1) corrections of the
inconsistent test basis: after its correction, the test steps of
produced DCyT test cases differed in few places by principle, and (2) slight, but certain natural inaccuracy of the
test cases produced by individual test designers in the same
experimental group.
For all three intensity levels, the test cases produced by
DCyT with proposed static testing have significantly less
inconsistent steps (question Q1.1, inc(T p ) and inc_rate(T p )
in Table 3, differences summarized in Table 4). These differences in inc_rate(T p ) are 12.5% for int (c) = 1, 20.7% for
int (c) = 2 and 14.0% for int (c) = 3, ∀c ∈ T p . This is an
important finding, having the consequence for the practical
test design process.
To answer question Q1.2, the next step was to analyze, if
the intensity level has an influence on these differences. Here,
no significant trend has been observed in the complete aggregated data. In absolute numbers (inc(T p ) in Table 3), the
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number of inconsistent test case steps grow with the intensity
level, nevertheless when analyzing the relative inconsistency
of the test cases (inc_rate(T p ) in Table 3), we observe no
significant trend. To analyze this issue deeper, experiments
with more intensity levels and more SUTs shall be conducted,
as also a model of particular SUT would play a role in this
case.
As observed from data, the defect detection potential of the
test cases created without proposed static testing (question
Q2.2, e f f (T p ) in Table 3) grows with the intensity level,
from 0.51 for int (c) = 1 to 0.67 for int (c) = 3, ∀c ∈ T p .
Due to the principle of intensity level, this is a logical result.
What is more important, the defect detection potential
grows with performed static testing (question Q2.1, e f f (T p )
in Table 3, differences summarized in Table 4). These difference is 0.5 for int (c) = 1, 0.13 for int (c) = 2 and 0.7 for
int (c) = 3, ∀c ∈ T p . In this point, the trend is the same as
in the consistency of the test cases.
The most significant observations are the growth of the
consistency of the analyzed DCyT test cases when applying the static testing before the design of the test cases and
together with this trend, the growth of potential of the test
cases to detect data consistency defects in the SUT.

5 Threats to validity
Experiments of this type are very challenging to be performed
at a real industry software development project in praxis; it is
practically impossible to run the same projects twice with a
different quality assurance scenarios. In addition, final software product quality is also influenced by many soft factors,
which bias the results. Thus, we made our experiment to be
as close to a real case as possible: we used real SUT, for
which we knew its correct model (using the Tapir framework), we used an inconsistent test basis composing from
workflow model and CRUD matrix and we let the experiment participants behave as when creating the test cases for
a real project. For evaluation of the test cases consistency and
defect detection potential, we used an automated system built
on top of Tapir framework to minimize possible human mistakes. Despite this fact, our experimental setup has potential
threats to validity, which we discuss in this section.
Lets start with potential possible flaws in the automated
evaluation system of the DCyT test cases. First, the SUT
reengineered model of the Tapir could also be inconsistent.
Nevertheless, we consider this risk mitigated, as MantisBT
model in the Tapir framework underwent many verifications and previous experiments. The next concern can be
raised regarding the correspondence of the Baseline workflow model to the SUTmodel in the Tapir framework. We
minimized the possible inconsistencies between these models by thorough check at the start of the experiment.
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Next set of concerns can be raised regarding the experiment set up and soft factors during the experiment. The
participants could know MantisBT before the experiment,
as this issue tracker is commonly known and used by the
software engineers. Nevertheless, as the MantisBT was not
available to the participants during the test design process
and they were explicitly instructed to not consult the created
test cases with the SUT, this risk shall be minimized. Also,
if some of the participants benefited from his knowledge of
the SUT during the experiment, such a case was randomly
distributed in the experimental groups.
Regarding the possible learning effect, we mitigated this
risk by letting each of the experimental group creating only
one set of test cases of particular intensity level and style
(creation of the test cases with or without proposed static
testing).
The effectiveness of the created DCyT test cases are
varying by particular experiment participant analytic skills.
Nevertheless this is a natural effect present in the test design
process; the participants were randomly distributed to the
individual groups, which shall also minimize the influence
of this effect to the results.
Another concern can be raised regarding the artificial
nature of the inserted defects. In their modeling and definition, we tried to capture the nature and principle of data
objects consistency defects, as observed in a number of previous industry projects we were involved in or were observing.

6 Related work
The Data Cycle Test (DCyT) has been presented for example
by [14,18]. A typical description of the technique consists
of a guideline of how to create a CRUD matrix, several
high-level comments about the possibility of static testing
using a CRUD matrix and a method for creating dynamic
test cases that are based on a sequence of Create, Update,
Read and Delete operations that are exercised on a particular
data entity.
In the TMap Next description of the Data Cycle Test [18],
static testing uses a standard CRUD matrix and bases on
verification of the completeness of the C, R, U, D operations
for each entity e ∈ E. This approach is valid; nevertheless,
it can be extended by some other techniques, introduced in
this paper.
Even though data flow testing is the subject of much
research interest, the goal of our study has not been directly
addressed in the literature. Nevertheless, some previous
results are related, and these results should be analyzed.
In the area of static testing, the work exploring the data
flow analysis principle focuses on detection of design errors
in workflow design [15,20,30], or in detection and automated
correction measures that are used for the same problem [2].

In these proposals, the main use case is validation of the process design and notations different to CRUD matrix are used
for SUT modeling. For instance, [28] uses UML activity diagrams, [20] is using UML statechart diagrams. In proposals
[2,30], Petris net is used as a data flow modeling structure.
In praxis, this approach is suitable for static testing, where
BPMN diagrams or UML statechart diagrams are available
as the test basis. Similarly, data flow analysis was also used
for verification of web services models in WS-BPEL notation
[22]. Here, data dependencies are identified and reflected in
the verification process.
An alternative approach to static testing of a database
design may be based using the Formal Concept Analysis
[29]. Applications of this approach are documented either to
detect the faults on the source code level [8], to detect the
design flaws on the class modeling level [1], or, on the more
general level to verify model in terms of used objects and their
events, including dependencies between the objects [24].
Conceptually, this approach is similar to a CRUD-matrix
based technique, but the proposal focuses only on verification
of the SUT design. Also alternative applications in software
testing exist for Formal Concept Analysis technique—for
instance to generate a Feature Model [7], which can further
serve as a basis for test data generation by the Constraint
Interaction Testing technique.
An aided database design that is based on an extension of
the CRUD matrix is proposed by [17]. The authors of that
paper consider the CRUD matrix to be an insufficient source
of information, and they extend the matrix to the attribute
level.
In the dynamic testing area, the concept of DCyT is, in
principle, similar to a Data Flow Analysis technique, presented for example by [9,11,23,26,31]. Generally, data flow
analysis is an area where previous research has been conducted more intensely, and it considers an aspect of efficiency
and testing coverage, for instance [25,32]. For test data generation in this technique, various alternative algorithms are
explored, for instance [19]. This technique is used either on
the code-flow level [16], or also on object level, for instance
[10].
However, DCyT, which is the subject of our research,
works on a higher level of abstraction. Data Flow Analysis
is principally a white-box test design technique that operates
at the program code level, and it works with particular values of the program variables. Set-use pairs are defined for
three atomic actions: definition of the variable, use of the
variable and destruction of the variable. From all possible
set-use pairs, some are allowed, whereas some indicate suspicion of the possible defect in the code. Such relations do
not hold in CRUD matrix, used by the DCyT. In addition,
the level of abstraction differs: in DCyT, we are working
with general data entities that are stored by the SUT, and are
used by the SUT functions, which are usually exercised by
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functional testing. Here, we typically approach the SUT as a
black-box that exists between the data layer and the testers
interaction with the SUTs front-end.
Analysis of data flows can be also used to improve coverage criteria for statechart testing, as explored by [3–5]. In this
approach, define and use relations are used for data objects.
The aim of this approach is to increase test coverage and
reduce costs of the statechart-based testing. In difference to
our approach, CRUD matrices are not used and more accurate
and consistent SUT model is needed.
Sun [27] proposes an alternative approach to data flow
verification in SUT processes. In this approach, Data-Flow
Matrices are used. The Data-Flow Matrix, similarly to CRUD
matrix contains read and wire operations performed by workflow actions on particular data objects. In difference to the
CRUD matrix, the proposed Data-Flow Matrix uses read
and write operations only. Then, data flow information is
integrated with the workflow model and data flow anomalies (principally missing data, redundant data or conflicting
data) are detected. In our approach, we work with conventional CRUD Matrix on a conceptual level, as a test basis
commonly available (or relatively easy to be created by the
analysts and test designers) in the software development
projects.

7 Conclusion
In this paper, we propose an extension to the conventional
approach of static testing based on CRUD Matrices [14,18].
This static testing has two general goals: (a) to lower defect
ratio in the implemented SUT and (b) to lead the design of
more consistent and effective test cases for detection of the
data consistency defects in the SUT.
The proposed extension addresses these both goals. In particular, we propose cross-verification between various types
of CRUD Matrices created by different parties in various
stages of the project and extension of static tests using the
single CRUD matrix.
After the presentation of these extensions, we focused
specifically on the second goal consistency, and effectiveness of the produced DCyT test cases enhanced by performed
static testing, as this topic has rarely been discussed in the
previous literature.
To investigate the effectiveness of the static testing in this
context, we conducted an experiment simulating a situation
in which an incomplete and inconsistent test basis was used as
an input to the creation of DCyT test cases. Real issue tracking system MantisBT was used as experimental SUT. We let
several groups of test designers create DCyT test cases, part
of them were using the proposed static testing, part of them
not. Next, we evaluated the produced DCyT test cases using
and automated method. In this process, we utilized the Tapir
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framework [13] connected to MantisBT issue tracker. This
gave us an exact workflow model of this SUT, defined by
the same elements as the test basis model given to the experiment participants. Using this support, we evaluated DCyT
test cases created by the experimental groups. Together with
this process, we added artificial data consistency defects to
the SUT model in the Tapir framework to evaluate the potential of the DCyT test cases to detect these defects.
When we compared the DCyT test cases of various intensities produced by the experimental groups using the proposed
static testing with the groups not using this method, no significant trend has been identified in the average total number
of test steps of the produced DCyT test cases. Also, no significant difference has been observed when analyzing the
relation of test cases intensity to their consistency.
Nevertheless, for all three intensity levels, the test cases
produced by DCyT with proposed static testing have significantly less inconsistent steps (15.7% in average for all
three test case intensities in range 1 to 3), which is the most
important result from a practical testing process viewpoint.
Together with this effect, defect detection potential of the
DCyT test cases produced by the experimental groups using
the static testing was significantly higher (0.08 in average
for all three test case intensities in range 1 to 3, measured by
eff(Tp) metric, giving an average number of inserted defects,
which can be potentially detected by one test case) than the
same metric for the test cases produced by DCyT without
proposed static testing only. Despite the fact we used defect
injection technique to evaluate this effectiveness, the results
are significantly in favor of the systematic static testing performed as a part of the test design process.
Regarding the related work and concepts already applied
in the data consistency testing, innovation of the proposal
can be summarized in the following aspects. (1) In software
engineering and testing process, usually only one CRUD
matrix is created during design or testing phase of the project.
By proposing cross-verification of multiple CRUD matrices created by different parties on the project, which is
not commonly applied idea, new, potentially cost efficient
possibilities of static testing are available. (2) Suggestions
to optimize the SUT design (e.g. duplicate data entities
or functions, identification of possible “super-entities” or
“super-functions”) are in the current praxis performed rather
as part of model checking or revisions of the database design.
In this process, analysts and database designers play a major
role and testing specialists are not involved to this process.
However, involvement of the testers in the process with their
independent view can make the process more efficient and
can lead to detection of more design flaw, in phase, where
removal of these design defects is relatively not expensive
in comparison to the later phases in the software development life-cycle. (3) The current industry-praxis reference
literature, for example [14,18], comments only on a basic
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possibilities of static testing using the CRUD matrices. This
article summarizes possible extensions of this static testing,
available to the test practitioners.
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